
https://www.rfc-editor.org/rfc/rfc9460
https://www.rfc-editor.org/info/rfc9460


https://trustee.ietf.org/license-info












https://rfc-editor.org/rfc/rfc1035#section-5.1
https://rfc-editor.org/rfc/rfc1035#section-3.2.4
https://rfc-editor.org/rfc/rfc1035#section-5.1
https://rfc-editor.org/rfc/rfc1035#section-3.1


https://rfc-editor.org/rfc/rfc3986#section-3.2.3
https://rfc-editor.org/rfc/rfc1034#section-3.6.2


https://rfc-editor.org/rfc/rfc1035#section-5.1
https://rfc-editor.org/rfc/rfc1912#section-2.4








https://rfc-editor.org/rfc/rfc7231#section-4.3.6


https://rfc-editor.org/rfc/rfc6147#section-5.1.7


https://rfc-editor.org/rfc/rfc2181#section-5.4.1
https://rfc-editor.org/rfc/rfc7871#section-7.3.1
https://rfc-editor.org/rfc/rfc7871#section-7.2.1


















https://rfc-editor.org/rfc/rfc7838#section-2.4
https://rfc-editor.org/rfc/rfc6797#section-8.3


https://rfc-editor.org/rfc/rfc6797#section-8.4
https://rfc-editor.org/rfc/rfc6797#section-12.1
https://rfc-editor.org/rfc/rfc9110#section-4.2










https://rfc-editor.org/rfc/rfc6066#section-8
https://rfc-editor.org/rfc/rfc7838#section-2.1




https://rfc-editor.org/rfc/rfc8126#section-4.5


https://www.rfc-editor.org/info/rfc7301
https://www.rfc-editor.org/info/rfc8552
https://www.rfc-editor.org/info/rfc8484
https://www.rfc-editor.org/info/rfc7858
https://www.rfc-editor.org/info/rfc8305
https://www.rfc-editor.org/info/rfc8305


https://www.rfc-editor.org/info/rfc9110
https://www.rfc-editor.org/info/rfc9110
https://www.rfc-editor.org/info/rfc1034
https://www.rfc-editor.org/info/rfc1035
https://www.rfc-editor.org/info/rfc1035
https://www.rfc-editor.org/info/rfc1928
https://www.rfc-editor.org/info/rfc1928
https://www.rfc-editor.org/info/rfc2119
https://www.rfc-editor.org/info/rfc2119
https://www.rfc-editor.org/info/rfc2181
https://www.rfc-editor.org/info/rfc3225
https://www.rfc-editor.org/info/rfc3597
https://www.rfc-editor.org/info/rfc3597
https://www.rfc-editor.org/info/rfc4001
https://www.rfc-editor.org/info/rfc5234
https://www.rfc-editor.org/info/rfc5234
https://www.rfc-editor.org/info/rfc5952
https://www.rfc-editor.org/info/rfc5952
https://www.rfc-editor.org/info/rfc6066
https://www.rfc-editor.org/info/rfc6066
https://www.rfc-editor.org/info/rfc6147
https://www.rfc-editor.org/info/rfc6147


https://www.rfc-editor.org/info/rfc7050
https://www.rfc-editor.org/info/rfc7231
https://www.rfc-editor.org/info/rfc7231
https://www.rfc-editor.org/info/rfc7595
https://www.rfc-editor.org/info/rfc7871
https://www.rfc-editor.org/info/rfc7871
https://www.rfc-editor.org/info/rfc8126
https://www.rfc-editor.org/info/rfc8174
https://www.rfc-editor.org/info/rfc8174
https://www.rfc-editor.org/info/rfc8446
https://www.rfc-editor.org/info/rfc6455
https://www.rfc-editor.org/info/rfc7838
https://www.rfc-editor.org/info/rfc7838
https://datatracker.ietf.org/doc/html/draft-ietf-dnsop-aname-04
https://datatracker.ietf.org/doc/html/draft-ietf-dnsop-aname-04
https://bind9.readthedocs.io/en/v9.19.11/reference.html#namedconf-statement-check-names
https://bind9.readthedocs.io/en/v9.19.11/reference.html#namedconf-statement-check-names
https://www.rfc-editor.org/info/rfc6672


https://www.rfc-editor.org/info/rfc8499
https://www.rfc-editor.org/info/rfc8499
https://datatracker.ietf.org/doc/html/draft-ietf-tls-esni-17
https://datatracker.ietf.org/doc/html/draft-ietf-tls-esni-17
https://fetch.spec.whatwg.org/
https://fetch.spec.whatwg.org/
https://websockets.spec.whatwg.org/
https://websockets.spec.whatwg.org/
https://www.rfc-editor.org/info/rfc6797
https://www.rfc-editor.org/info/rfc6797
https://datatracker.ietf.org/doc/html/draft-bellis-dnsop-http-record-00
https://datatracker.ietf.org/doc/html/draft-bellis-dnsop-http-record-00
https://www.rfc-editor.org/info/rfc9114
https://www.rfc-editor.org/info/rfc9114
https://www.rfc-editor.org/info/rfc1912
https://www.rfc-editor.org/info/rfc6454
https://www.rfc-editor.org/info/rfc2782
https://www.rfc-editor.org/info/rfc2782
https://www.rfc-editor.org/info/rfc3986
https://rfc-editor.org/rfc/rfc1035#section-5.1


https://rfc-editor.org/rfc/rfc1035#section-5.1


















mailto:ietf@bemasc.net
mailto:mbishop@evequefou.be
mailto:erik+ietf@nygren.org

	RFC 9460
	Service Binding and Parameter Specification via the DNS (SVCB and HTTPS Resource Records)
	Abstract
	Status of This Memo
	Copyright Notice
	Table of Contents
	1. Introduction
	1.1. Goals
	1.2. Overview of the SVCB RR
	1.3. Terminology

	2. The SVCB Record Type
	2.1. Zone-File Presentation Format
	2.2. RDATA Wire Format
	2.3. SVCB Query Names
	2.4. Interpretation
	2.4.1. SvcPriority
	2.4.2. AliasMode
	2.4.3. ServiceMode

	2.5. Special Handling of "." in TargetName
	2.5.1. AliasMode
	2.5.2. ServiceMode


	3. Client Behavior
	3.1. Handling Resolution Failures
	3.2. Clients Using a Proxy

	4. DNS Server Behavior
	4.1. Authoritative Servers
	4.2. Recursive Resolvers
	4.2.1. DNS64

	4.3. General Requirements
	4.4. EDNS Client Subnet (ECS)

	5. Performance Optimizations
	5.1. Optimistic Pre-connection and Connection Reuse
	5.2. Generating and Using Incomplete Responses

	6. SVCB-Compatible RR Types
	7. Initial SvcParamKeys
	7.1. "alpn" and "no-default-alpn"
	7.1.1. Representation
	7.1.2. Use

	7.2. "port"
	7.3. "ipv4hint" and "ipv6hint"
	7.4. "mandatory"

	8. ServiceMode RR Compatibility and Mandatory Keys
	9. Using Service Bindings with HTTP
	9.1. Query Names for HTTPS RRs
	9.2. Comparison with Alt-Svc
	9.2.1. ALPN Usage
	9.2.2. Untrusted Channels
	9.2.3. Cache Lifetime
	9.2.4. Granularity

	9.3. Interaction with Alt-Svc
	9.4. Requiring Server Name Indication
	9.5. HTTP Strict Transport Security (HSTS)
	9.6. Use of HTTPS RRs in Other Protocols

	10. Zone Structures
	10.1. Structuring Zones for Flexibility
	10.2. Structuring Zones for Performance
	10.3. Operational Considerations
	10.4. Examples
	10.4.1. Protocol Enhancements
	10.4.2. Apex Aliasing
	10.4.3. Parameter Binding
	10.4.4. Multi-CDN Configuration
	10.4.5. Non-HTTP Uses


	11. Interaction with Other Standards
	12. Security Considerations
	13. Privacy Considerations
	14. IANA Considerations
	14.1. SVCB RR Type
	14.2. HTTPS RR Type
	14.3. New Registry for Service Parameters
	14.3.1. Procedure
	14.3.2. Initial Contents

	14.4. Other Registry Updates

	15. References
	15.1. Normative References
	15.2. Informative References

	Appendix A. Decoding Text in Zone Files
	A.1. Decoding a Comma-Separated List

	Appendix B. HTTP Mapping Summary
	Appendix C. Comparison with Alternatives
	C.1. Differences from the SRV RR Type
	C.2. Differences from the Proposed HTTP Record
	C.3. Differences from the Proposed ANAME Record
	C.4. Comparison with Separate RR Types for AliasMode and ServiceMode

	Appendix D. Test Vectors
	D.1. AliasMode
	D.2. ServiceMode
	D.3. Failure Cases

	Acknowledgments and Related Proposals
	Authors' Addresses



