


http://www.iaisweb.org/
https://www.linkedin.com/company/iais-international-association-of-insurance-supervisors
https://www.linkedin.com/company/iais-international-association-of-insurance-supervisors
http://www.iaisweb.org/




https://www.iaisweb.org/uploads/2022/01/160812-Issues-Paper-on-Cyber-Risk-to-the-Insurance-Sector_final.pdf
https://www.iaisweb.org/uploads/2022/01/181108-Application-Paper-on-Supervision-of-Insurer-Cybersecurity.pdf
https://www.iaisweb.org/uploads/2022/01/201229-Cyber-Risk-Underwriting_-Identified-Challenges-and-Supervisory-Considerations-for-Sustainable-Market-Development.pdf


https://www.fsb.org/wp-content/uploads/P281021-2.pdf
https://www.bis.org/publ/bisbull37.pdf
https://www.bis.org/bcbs/publ/d516.pdf
https://www.oecd.org/dac/conflict-fragility-resilience/risk-resilience/
https://www.bankofengland.co.uk/financial-stability/operational-resilience-of-the-financial-sector


https://www.federalreserve.gov/supervisionreg/srletters/SR2024.htm
https://www.federalreserve.gov/supervisionreg/srletters/SR2024.htm
https://www.sonicwall.com/2022-cyber-threat-report/
https://www.bis.org/publ/joint17.pdf


https://www.bis.org/publ/joint17.pdf


https://www.bundesbank.de/resource/blob/764692/01503c2cb8a58e44a862bee170d34545/mL/2018-10-24-g-7-fundamental-elements-for-third-party-cyber-risk-data.pdf




https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiJmZL5wub4AhVdg_0HHT47CXEQFnoECAkQAQ&url=https%3A%2F%2Fwww.imf.org%2F-%2Fmedia%2FFiles%2FPublications%2FSDN%2F2020%2FEnglish%2FSDNEA2020007.ashx&usg=AOvVaw2kB9zKpw-0w4veNeoTE-54






https://www.fsb.org/wp-content/uploads/P121118-1.pdf
https://www.fsb.org/wp-content/uploads/P131017-2.pdf
https://finance.ec.europa.eu/publications/g7-fundamental-elements-cybersecurity-financial-sector_en
https://home.treasury.gov/system/files/206/PRA_BCV_4728453_v_1_G7-Fundamental-Elements-for-Effective-Assessment.pdf
https://home.treasury.gov/system/files/206/PRA_BCV_4728453_v_1_G7-Fundamental-Elements-for-Effective-Assessment.pdf


http://www.bis.org/bcbs/publ/d454.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1072767/Cyber_security_skills_in_the_UK_labour_market_2022_-_findings_report.pdf


https://logging.apache.org/log4j/2.x/




https://www.bundesbank.de/resource/blob/764690/792725ab3e779617a2fe28a03c303940/mL/2018-10-24-g-7-fundamental-elements-for-threat-led-penetration-testing-data.pdf


https://www.fsb.org/wp-content/uploads/P091120.pdf
https://www.ey.com/en_uk/financial-services-emeia/how-insurers-can-transform-by-adopting-public-cloud
https://insuranceblog.accenture.com/five-benefits-of-cloud-for-insurance
https://home.treasury.gov/system/files/136/Treasury-Cloud-Report.pdf






https://www.imf.org/en/Blogs/Articles/2023/03/02/mounting-cyber-threats-mean-financial-firms-urgently-need-better-safeguards




https://www.fsb.org/2021/10/cyber-incident-reporting-existing-approaches-and-next-steps-for-broader-convergence/
https://www.esrb.europa.eu/pub/pdf/reports/esrb.SystemiCyberRisk.220127%7Eb6655fa027.en.pdf?bd2b11e760cff336f84c983133dd23dc








https://www.bis.org/publ/othp49.pdf
https://www.bis.org/publ/othp49.pdf
https://www.iaisweb.org/activities-topics/cyber-risk/


https://www.sonicwall.com/medialibrary/en/white-paper/2022-sonicwall-cyber-threat-report.pdf

	Content Overview
	1 Introduction
	1.1 Objectives and scope
	1.2 Relevance of operational resilience to the insurance sector
	1.3 Issues paper structure

	2 Applicability of ICPs to operational resilience
	3 Key issues and supervisory approaches
	3.1 Governance and Board accountability
	3.1.1 Lessons learnt from the pandemic
	3.1.2 Supervisory approaches

	3.2 Information collection and sharing
	3.2.1 Lessons learnt from the pandemic
	3.2.2 Supervisory approaches

	3.3 Cyber resilience
	3.3.1 Consistency of approaches for assessing cyber resilience
	3.3.2 Resourcing cyber expertise
	3.3.3 Lessons learnt from the pandemic
	3.3.4 Supervisory approaches

	3.4 IT third-party outsourcing
	3.4.1 Lessons learnt from the pandemic
	3.4.2 Supervisory approaches

	3.5 Business continuity management
	3.5.1 Lessons learnt from the pandemic
	3.5.2 Supervisory approaches


	4 Summary of observations and potential future areas of IAIS focus
	Information sharing
	Cyber resilience
	IT third-party outsourcing
	Business continuity management

	Annex 1: Main insights from stocktake of SSB publications
	References

