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https://www.ncsc.gov.uk/guidance/tls-external-facing-services
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https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/cisco-sd-wan-overlay-network-bringup.html?dtid=osscdc000283
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https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/asset-protection-and-resilience
https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-at-rest.html
https://d1.awsstatic.com/whitepapers/compliance/AWS_CESG_UK_Cloud_Security_Principles.pdf
https://gallery.technet.microsoft.com/14-Cloud-Security-Controls-670292c1
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook-cte-en.pdf
https://d1.awsstatic.com/whitepapers/compliance/CSA_Consensus_Assessments_Initiative_Questionnaire.pdf
https://d1.awsstatic.com/whitepapers/compliance/CSA_Consensus_Assessments_Initiative_Questionnaire.pdf



https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/separation-between-users
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/separation-between-users
https://tools.cisco.com/security/center/resources/%20security_vulnerability_policy.html
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
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https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/governance-framework
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://aws.amazon.com/compliance/
https://www.microsoft.com/en-us/trust-center/compliance/compliance-overview



https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/operational-security
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/operational-security
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/operational-security#config
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/operational-security#vulnerability
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/operational-security#protective
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/operational-security#protective
 https://www.cisco.com/c/en/us/about/trust-center.html.
 https://www.cisco.com/c/en/us/about/trust-center.html.
 https://www.cisco.com/c/en/us/about/trust-center.html.
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html
http://www.cisco.com/c/en/us/about/trust-center.html.



https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/personnel-security
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/personnel-security
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-development
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-development
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-secure-development-lifecycle.pdf



https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/supply-chain-security
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/supply-chain-security
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/supplychainsecurity.pdf
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/supplychainsecurity.pdf
https://trustportal.cisco.com/c/dam/r/ctp/docs/privacydatasheet/DNA/cisco-sd-wan-privacy-data-sheet.pdf
https://trustportal.cisco.com/c/dam/r/ctp/docs/privacydatasheet/DNA/cisco-sd-wan-privacy-data-sheet.pdf



https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-user-management
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-user-management
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/identity-and-authentication
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/identity-and-authentication
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Configuration/Templates/AAA
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Configuration/Templates/AAA
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Security/Configuring_SD-WAN_Security/Configuring_Single_Sign-On_using_Okta
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Security/Configuring_SD-WAN_Security/Configuring_Single_Sign-On_using_Okta
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Security/Configuring_SD-WAN_Security/Configuring_Single_Sign-On_using_Okta
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https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/external-interface-protection
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/external-interface-protection
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-service-administration
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-service-administration
https://www.ncsc.gov.uk/guidance/systems-administration-architectures



http://www.cisco.com/go/trademarks
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-service-administration
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-service-administration
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-service-administration
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/q-and-a-c67-742712.pdf
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_16.3/Monitor/Audit_Log
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_16.3/Monitor/Audit_Log
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-use-of-the-service
https://www.ncsc.gov.uk/collection/cloud-security/implementing-the-cloud-security-principles/secure-use-of-the-service
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/knowledge-base/cloudops.html#id_119896
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/knowledge-base/cloudops.html#id_119896



