
https://cure53.de/
mailto:mario@cure53.de


https://cure53.de/
https://threema.ch/en/blog/posts/open-source-and-new-partner
https://threema.ch/en
mailto:mario@cure53.de


https://cure53.de/
mailto:mario@cure53.de


https://cure53.de/
mailto:mario@cure53.de


https://cure53.de/
mailto:mario@cure53.de


https://cure53.de/
https://developer.apple.com/documentation/bundleresources/information_property_list/nsapptransportsecurity
https://checkra.in/
https://cydia.saurik.com/package/openssh/
mailto:mario@cure53.de


https://cure53.de/
mailto:mario@cure53.de


https://cure53.de/
https://github.com/nowsecure/secure-mobile-development/blob/master/en/ios/avoid-caching-https-requests-responses.md
mailto:mario@cure53.de


https://cure53.de/
https://www.opensource.apple.com/source/dyld/dyld-210.2.3/src/dyld.cpp
https://theevilbit.github.io/posts/dyld_insert_libraries_dylib_injection_in_macos_osx_deep_dive/
mailto:mario@cure53.de


https://cure53.de/
mailto:mario@cure53.de


https://cure53.de/
https://github.com/koral--/android-gif-drawable/pull/714
https://awakened1712.github.io/hacking/hacking-whatsapp-gif-rce/
https://github.com/koral--/android-gif-drawable
https://developer.apple.com/library/ios/documentation/iPhone/Conceptual/iPhoneOSProgrammingGuide/StrategiesforImplementingYourApp/StrategiesforImplementingYourApp.html
mailto:mario@cure53.de


https://cure53.de/
https://man7.org/linux/man-pages/man7/feature_test_macros.7.html
mailto:mario@cure53.de


https://cure53.de/
https://github.com/hashbang/hardening#source-fortification
mailto:mario@cure53.de


https://cure53.de/
https://mobile-security.gitbook.io/mobile-security-testing-guide/android-testing-guide/0x05d-testing-data-storage#finding-sensitive-information-in-auto-generated-screenshots-mstg-storage-9
mailto:mario@cure53.de


https://cure53.de/
https://codahale.com/a-lesson-in-timing-attacks/
mailto:mario@cure53.de


https://cure53.de/
mailto:mario@cure53.de


https://cure53.de/
mailto:mario@cure53.de


https://cure53.de/
mailto:mario@cure53.de


https://cure53.de/
mailto:mario@cure53.de

	Pentest- & Audit-Report Threema Mobile Apps 10.2020
	Index
	Introduction
	Scope
	Test Methodology
	WP1: White-box tests against Threema mobile app for Android
	WP2: White-box tests against Threema mobile app for iOS
	WP3: White-box tests and reviews against NaCl & general crypto integration

	Miscellaneous Issues
	3MA-01-001 WP2: Enabled NSURLRequest leads to client-side request caching (Info)
	3MA-01-002 WP2: Lack of restricted segments in dylib code injection (Info)
	3MA-01-003 WP2: Incomplete iOS filesystem protections (Info)
	3MA-01-004 WP1: Outdated android-gif-drawable software dependency (Info)
	3MA-01-005 WP1: Lack of FORTIFY_SOURCE for third-party shared objects (Low)
	3MA-01-006 WP1: Info-disclosure in auto-generated screenshots (Medium)
	3MA-01-007 WP1: PIN code comparison not timing-safe (Low)
	3MA-01-008 WP1: Improvements for security settings (Info)

	Conclusions


