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https://www.owasp.org/index.php/Threat_Modeling_Cheat_Sheet
https://www.owasp.org/index.php/Attack_Surface_Analysis_Cheat_Sheet
https://www.owasp.org/index.php/Application_Threat_Modeling
https://www.owasp.org/index.php/Secure_SDLC_Cheat_Sheet
https://www.microsoft.com/en-us/sdl/
https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-4/final































































https://www.owasp.org/index.php/Testing_for_Session_Management
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie#Directives









https://www.owasp.org/index.php/Testing_for_Authorization
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet


















https://www.owasp.org/index.php/Testing_for_Input_Validation
https://www.owasp.org/index.php/Input_Validation_Cheat_Sheet
https://www.owasp.org/index.php/Testing_for_HTTP_Parameter_pollution_(OTG-INPVAL-004)
https://www.owasp.org/index.php/LDAP_Injection_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Client_Side_Testing
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Java_Encoder_Project
https://www.owasp.org/index.php/Mass_Assignment_Cheat_Sheet
https://github.com/cure53/DOMPurify
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://googleonlinesecurity.blogspot.com/2009/03/reducing-xss-by-way-of-automatic.html
https://docs.angularjs.org/api/ng/service/$sce
https://docs.angularjs.org/api/ng/directive/ngBind
https://angular.io/guide/security#sanitization-and-security-contexts
https://angular.io/guide/template-syntax#content-security
https://reactjs.org/docs/introducing-jsx.html#jsx-prevents-injection-attacks
https://cwe.mitre.org/data/definitions/915.html



https://www.owasp.org/index.php/Deserialization_Cheat_Sheet
https://www.owasp.org/index.php/Deserialization_of_untrusted_data












https://www.owasp.org/index.php/Testing_for_weak_Cryptography
https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
https://csrc.nist.gov/publications/detail/fips/140/2/final












https://www.owasp.org/index.php/Testing_for_Error_Handling












https://securityheaders.io/
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/OWASP_Top_10_Privacy_Risks_Project
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://edps.europa.eu/data-protection_en
https://edps.europa.eu/data-protection/ipen-internet-privacy-engineering-network_en






https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet









https://labs.detectify.com/2014/10/21/hostile-subdomain-takeover-using-herokugithubdesk-more/
https://labs.detectify.com/2014/12/08/hijacking-of-abandoned-subdomains-part-2/






https://www.owasp.org/index.php/Testing_for_business_logic
https://www.owasp.org/index.php/Business_Logic_Security_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_AppSensor_Project
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://www.owasp.org/index.php/OWASP_AppSensor_Project
https://www.owasp.org/index.php/OWASP_Cornucopia









https://www.owasp.org/index.php/Unrestricted_File_Upload
https://www.trustwave.com/Resources/SpiderLabs-Blog/Reflected-File-Download---A-New-Web-Attack-Vector/
https://www.owasp.org/index.php/3rd_Party_Javascript_Management_Cheat_Sheet












https://www.owasp.org/images/5/5c/OWASP-Top-10-Serverless-Interpretation-en.pdf
https://www.owasp.org/index.php/OWASP_Serverless_Top_10_Project
https://www.owasp.org/index.php/Testing_for_configuration_management
https://github.com/OWASP/CheatSheetSeries/blob/master/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.md#triple-submit-cookie
https://github.com/OWASP/CheatSheetSeries/blob/master/cheatsheets/XML_External_Entity_Prevention_Cheat_Sheet.md#general-guidance
https://jwt.io/
https://www.owasp.org/index.php/REST_Security_Cheat_Sheet
https://json-schema.org/specification.html
https://www.vsecurity.com/download/publications/XMLDTDEntityAttacks.pdf
https://www.blackhat.com/docs/us-17/thursday/us-17-Tsai-A-New-Era-Of-SSRF-Exploiting-URL-Parser-In-Trending-Programming-Languages.pdf















https://www.owasp.org/index.php/Testing_for_HTTP_Verb_Tampering_(OTG-INPVAL-003)
https://www.blackhat.com/docs/eu-14/materials/eu-14-Hafif-Reflected-File-Download-A-New-Web-Attack-Vector.pdf
https://www.blackhat.com/docs/eu-14/materials/eu-14-Hafif-Reflected-File-Download-A-New-Web-Attack-Vector.pdf
https://www.owasp.org/index.php?title=Content_Security_Policy_Cheat_Sheet
https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties
https://www.owasp.org/index.php/Testing_for_configuration_management
https://www.owasp.org/index.php/3rd_Party_Javascript_Management_Cheat_Sheet#Sandboxing_Content






https://www.owasp.org/
https://www.owasp.org/
https://www.owasp.org/






https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/OWASP_Testing_Project
https://www.owasp.org/index.php/OWASP_Proactive_Controls
https://www.owasp.org/index.php/OWASP_Security_Knowledge_Framework
https://www.owasp.org/index.php/OWASP_SAMM_Project
https://www.owasp.org/index.php/OWASP_Mobile_Security_Project
https://www.owasp.org/index.php/Projects/OWASP_Mobile_Security_Project_-_Top_Ten_Mobile_Risks
https://www.owasp.org/index.php/Projects/OWASP_Mobile_Security_Project_-_Top_Ten_Mobile_Risks
https://www.owasp.org/index.php/OWASP_Mobile_Security_Testing_Guide
https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project
https://www.owasp.org/index.php/OWASP_Serverless_Top_10_Project
https://github.com/danielmiessler/SecLists
https://cwe.mitre.org/
https://www.pcisecuritystandards.org/
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-2-1.pdf
https://www.pcisecuritystandards.org/documents/PCI-Secure-Software-Standard-v1_0.pdf
https://www.pcisecuritystandards.org/documents/PCI-Secure-SLC-Standard-v1_0.pdf



https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project









https://www.owasp.org/images/7/71/Internet_of_Things_Top_Ten_2014-OWASP.pdf
https://www.owasp.org/index.php/OWASP_Embedded_Application_Security
https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project
https://github.com/praetorian-inc/trudy

