




https://go.kaspersky.com/ru-apt-report#document
https://go.kaspersky.com/ru-ransomware-report










https://www.kaspersky.ru/enterprise-security/managed-detection-and-response
https://dfi.kaspersky.ru/
https://www.kaspersky.ru/enterprise-security/incident-response
https://www.kaspersky.com/about/team/great
























https://github.com/hfiref0x/UACME


































https://go.kaspersky.com/ru-apt-report#document
https://go.kaspersky.com/ru-apt-report#document






https://github.com/NS-Sp4ce/CVE-2021-21972/












https://github.com/int0x33/nc.exe










https://github.com/login-securite/lsassy
https://www.nirsoft.net/utils/bullets_password_view.html
https://www.nirsoft.net/utils/chromepass.html


https://www.nirsoft.net/utils/dialupass.html
https://www.nirsoft.net/utils/internet_explorer_password.html
https://www.nirsoft.net/utils/mailpv.html
https://www.nirsoft.net/utils/network_password_recovery.html
https://www.nirsoft.net/utils/opera_password_recovery.html
https://www.nirsoft.net/utils/passwordfox.html
https://www.nirsoft.net/utils/pspv.html
https://www.nirsoft.net/utils/pst_password.html
https://www.nirsoft.net/utils/remote_desktop_password.html


https://www.nirsoft.net/utils/router_password_recovery.html
https://www.nirsoft.net/utils/password_sniffer.html
https://www.nirsoft.net/utils/vnc_password.html
https://www.nirsoft.net/utils/web_browser_password.html
https://www.nirsoft.net/utils/wireless_key.html








https://media.kaspersky.com/ru/business-security/enterprise/kaspersky-threat-attributtion-engine.pdf




















https://securelist.com/mata-multi-platform-targeted-malware-framework/97746/
https://securelist.com/updated-mata-attacks-industrial-companies-in-eastern-europe/110829/






























https://securelist.ru/spam-phishing-report-2023/109104/
































chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://content.kaspersky-labs.com/se/media/ru/business-security/enterprise/kaspersky-threat-data-feeds-datasheet.pdf
https://securelist.ru/spam-phishing-report-2023/109104/
https://content.kaspersky-labs.com/se/media/ru/business-security/enterprise/kaspersky-threat-data-feeds-datasheet.pdf
https://securelist.ru/spam-phishing-report-2023/109104/




https://www.kaspersky.ru/enterprise-security/mail-server-security
https://www.kaspersky.ru/enterprise-security/security-awareness
https://www.kaspersky.ru/enterprise-security/security-awareness
https://www.kaspersky.ru/enterprise-security/mail-server-security
https://www.kaspersky.ru/enterprise-security/security-awareness




https://threats.kaspersky.com/en/vulnerability/KLA12390/
https://threats.kaspersky.com/en/vulnerability/KLA11706/
https://confluence.atlassian.com/doc/confluence-security-advisory-2021-08-25-1077906215.html


https://support.citrix.com/article/CTX267027/cve201919781-vulnerability-in-citrix-application-delivery-controller-citrix-gateway-and-citrix-sdwan-wanop-appliance


https://threats.kaspersky.com/en/vulnerability/
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://media.kaspersky.com/ru/business-security/enterprise/kaspersky-threat-data-feeds-datasheet.pdf
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://media.kaspersky.com/ru/business-security/enterprise/kaspersky-threat-data-feeds-datasheet.pdf
https://threats.kaspersky.com/en/vulnerability/
https://threats.kaspersky.com/en/vulnerability/
https://media.kaspersky.com/ru/business-security/enterprise/kaspersky-threat-data-feeds-datasheet.pdf




https://threats.kaspersky.com/en/vulnerability/KLA48769/
https://threats.kaspersky.com/en/vulnerability/KLA49112/


https://threats.kaspersky.com/en/vulnerability/KLA48512/
https://threats.kaspersky.com/en/vulnerability/KLA60560/
https://threats.kaspersky.com/en/vulnerability/KLA51005/




https://github.com/decalage2/awesome-security-hardening




https://t.me/l_blackjack_l
https://t.me/l_blackjack_l
https://t.me/wearemuppets
https://t.me/wearemuppets
https://securelist.com/cloudwizard-apt/109722/
https://securelist.com/tomiris-called-they-want-their-turla-malware-back/109552/
https://therecord.media/ukrainian-hackers-hit-russian-scientific-center
https://www.facct.ru/blog/cloud-atlas/


https://t.me/UkrainianHackerGroup
https://t.me/UkrainianHackerGroup
https://t.me/UkrainianHackerGroup
https://t.me/cyber_anarchy_squad
https://t.me/cyber_anarchy_squad
https://t.me/cyber_anarchy_squad
https://t.me/dfhmara
https://t.me/dfhmara
https://t.me/RMRFgroup
https://t.me/RMRFgroup
https://t.me/+ F7rGpMg3A5A2MTgy
https://t.me/+ F7rGpMg3A5A2MTgy
https://t.me/+ F7rGpMg3A5A2MTgy
https://t.me/cyberResistanceUA
https://t.me/cyberResistanceUA
https://t.me/cyberResistanceUA
https://bi.zone/expertise/blog/bizone-experts-have-discovered-new-attacks-with-a-ransomware-program/
https://tgstat.com/channel/@xtwelvex
https://habr.com/ru/companies/f_a_c_c_t/news/775944/
https://blog.talosintelligence.com/yorotrooper-espionage-campaign-cis-turkey-europe/
https://securelist.com/updated-mata-attacks-industrial-companies-in-eastern-europe/110829/


https://ics-cert.kaspersky.ru/publications/reports/2024/04/02/apt-and-financial-attacks-on-industrial-organizations-in-h2-2023/
https://ics-cert.kaspersky.ru/publications/reports/2024/04/11/h2-2023-a-brief-overview-of-main-incidents-in-industrial-cybersecurity/


https://www.kaspersky.ru/enterprise-security/anti-targeted-attack-platform


https://www.kaspersky.ru/vuln-feed
https://www.kaspersky.ru/enterprise-security/endpoint








https://go.kaspersky.com/ru-ransomware-report
https://go.kaspersky.com/ru-apt-report#document


https://dfi.kaspersky.ru/blog/ai-in-darknet-ru
https://dfi.kaspersky.ru/data-leakage-2023


https://www.kaspersky.com/enterprise-security/threat-intelligence

